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Abstract: Relying on conventional and/or nuclear armed forces of 
one or more states for deterrence1 has represented a flawed approach to 
foreign policy implementation since the 1950s. In the West, even in the 
period following the Second World War, official policy—exemplified by 
Hoover’s stance—held that it was necessary to “play dirty” in foreign re-
lations. In the East, General Gerasimov’s well-known statement that the 
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 Deterrence, according to the Dictionary of Military and Associated Terms of 
the U.S. Armed Forces, is defined as “the prevention of action by the existence 
of a credible threat of unacceptable opposition and/or the belief that the costs 
of the action are greater than the perceived benefits.” In the same dictionary, 
deterrence is also equated with the term strategic effect in the context of defin-
ing tasks and missions (e.g., deterrence, stabilization), where the list of strategic 
effects includes: “advance, secure, compel, compete, contain, deceive, defeat, 
degrade, delay, delegitimize, deny, destroy, deter, discredit, disable, discourage, 
disrupt, redirect, engage, enhance, integrate, isolate, kill, maintain, manage, 
neutralize, prevent, protect, stabilize, suppress, synchronize” (DoD Dictionary 
of Military and Associated Terms, 2021, pp. 2, 63). Deterrence, as defined here 
and practiced for more than three quarters of a century, has evolved in tandem 
with shifting strategic conditions that shape responses to contemporary threats. 
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engagement of armed forces is merely the final act of a conflict suggests 
that certain conflicts unfold in peacetime and may be more significant 
and effective than military ones. The actions of state authorities in de-
terring such and similar directions of the highest state leaders included 
a shift from “hard power” to “soft power” as dominant in the realization 
of foreign policy conflicts. The culmination of this practical transition 
was marked in the post–Cold War period with the emergence of “smart 
power,” where the concept of deterrence was reshaped under the influ-
ence of new technologies. These developments dictated a modification 
of deterrence and its adaptation to the rapid information-technological 
changes in the life and work of individuals, and consequently, the coun-
tries in which they live (or stay).

Keywords: deterrence, instruments, security services, cyber deterrence, 
concept of Israel.

1.	 Introduction

This research begins with an examination of the conditions that 
have led to the emergence of a new concept of deterrence for contem-
porary states in the post–Cold War period. Special attention is given 
to the case of Israel, with the aim of providing a scientific account of 
deterrence through two complementary lenses: an analysis of Western 
theoretical studies on the subject, and a close reading of Israel’s most 
significant strategic document regulating deterrence—recently dis-
closed and translated—which outlines the instruments available to the 
state for such engagements.

From the opening statements of Joseph S. Nye in the first chapter 
of his work, where the concept of deterrence is approached through the 
lens of power, it becomes clear that deterrence is not reducible to the 
use of armed force alone. The shift in the “center of gravity” from exclu-
sive reliance on military power—so-called hard power—toward soft and 
increasingly smart power reflects the transformation of contemporary 
threats. These threats now operate primarily within the spheres of infor-
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mation and telecommunications, cyberspace, and outer space, and they 
constitute not a future challenge but a present reality for states engaged 
in deterrence.

Coercive instruments traditionally associated with deterrence—
tanks, planes, armored vehicles, and other combat assets—have largely 
migrated to new domains of conflict: drones (unmanned aerial vehi-
cles), computers, media, and the virtual world. Within these domains, 
information operations have become among the most critical instru-
ments of coercion. Deception, misinformation, and lies are now rou-
tinely employed by major powers in pursuit of strategic objectives. Cy-
ber deterrence must be recognized as a necessary component of modern 
deterrence; however, the inertia of large, bureaucratic state security and 
intelligence systems raises questions about their capacity to adapt to the 
rapid pace of emerging threats. These threats, often invisible or covert, 
require swift integration into the organizational structures of entities 
tasked with countering them, particularly state security services2.

When discussing deterrence and the engagement of the state sector, 
we refer to the designated actors responsible for specific operations. Yet 
the non-state sector is also deeply embedded in this sphere, and its obli-
gations should be codified in the state’s highest strategic documents. Se-
cret threats typically involve a high degree of concealment during both 
the planning and execution phases of an operation. These actions often 
include deliberate efforts to obscure the identity of the true perpetrators, 
employing deception to ensure that the actual actors remain unknown.
Security services represent the “extended arm” of politics. In addition to 
providing information—through intelligence, counterintelligence, and 

2 In this research, the term security services refers to all state entities engaged in 
counterintelligence, intelligence, non-intelligence, and security-related activi-
ties—functions that most commonly involve covert operations. These services 
form part of a country’s integrated security-intelligence system. In the Repub-
lic of Serbia, the scope and composition of the security services are defined 
by the Law on the Basics of the Organization of the Security Services of the 
Republic of Serbia. In other countries, comparable entities may be referred to 
as elements, offices, administrations, agencies, or state services. To avoid ter-
minological inconsistencies across jurisdictions, this study adopts the unified 
term security services.
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security activities—to the political leadership concerning national secu-
rity, they function as both defensive and offensive instruments. Beyond 
these core activities, they also undertake non-intelligence operations 
and engage a wide range of other entities, institutions, firms, companies, 
and similar actors, particularly in the application of coercion within de-
terrence, most notably by great powers. By observing threats on a daily 
basis, due to the speed at which they evolve, it becomes clear that only 
through timely and high-quality deterrence is it possible to act preven-
tively against specific threats.

2.	 Instruments of Deterrence in the Post-Cold War Period

The creator of the term soft power in foreign policy, Joseph S. Nye, 
an American theorist, highlights a changed understanding of the nature 
of power in the modern world. He considers the state’s ability to influ-
ence others and impose its will through the promotion of democracy 
(both internal and external policy), mass culture, and similar means—
not through military and economic force, which would constitute hard 
power. Nye emphasizes that soft power alone is insufficient to achieve 
strategic objectives. For this reason, he introduces another term into 
international relations theory: smart power, which combines coercion, 
economic pressure, and persuasion.

Nye states that information has always meant power, and that mod-
ern information technology disseminates information more widely and 
rapidly than at any previous point in history. As a result, the importance 
of information as a component of power has significantly increased. Nye 
notes that the nature of power has changed over the past fifty years, par-
ticularly following the most recent information revolution, which has ren-
dered computers and the Internet indispensable across all spheres of life.

While Nye acknowledges that nuclear deterrence, domestic armed 
forces, and the stationing of troops abroad will remain relevant even 
in the information age, he asserts that these instruments alone will no 
longer suffice to ensure national security (Putnik, 2012). It is worth not-
ing that as early as 1990, Nye hinted at the transformation of deterrence 
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strategy, an evolution that today may be compared to cyber deterrence 
and the ongoing search for new instruments of deterrence.

In his research, Sten Rynning identifies the renewed strategic com-
petition between the Russian Federation (RF) and NATO as a key factor 
in the development of deterrence strategies, shaped by the diversity of 
strategic perspectives among NATO member states. NATO perceives 
and responds to the Russian Federation’s new generation warfare, which 
essentially represents a strategy of coercion, often directed at the ad-
versary’s information space. New generation conflicts employ a range 
of tools to persuade and deter unwanted political developments, and 
most importantly, they erase the traditional distinction between war 
and peace.

NATO has observed several new conceptual approaches adopted 
by the Russian Federation across various political domains, particularly 
in relation to societal resilience, enhanced cooperation among securi-
ty services, cyber security, and the need for rapid decision-making. In 
2014, NATO established the Joint Intelligence and Security Division, 
one of the instruments designed for early detection of Russian inten-
tions. However, a key shortcoming remains – NATO’s political-military 
headquarters do not integrate the security services of member states, 
but merely coordinate them, and the intelligence that member states 
provide is incorporated into a collective assessment of Russian policy 
and actions.

In the context of hybrid threats, this coordination proves particu-
larly contentious, as it introduces ambiguity and potential confusion 
within the information spaces of allied states. NATO has improved its 
cyber defense capabilities and the coordination of security services, and 
since 2016, cooperation with the European Union in addressing hybrid 
threats has been notably strengthened. That year, a joint declaration was 
adopted, leading to a shared work program with the Centre of Excel-
lence for Countering Hybrid Threats, located in Helsinki.

In response to the annexation of Crimea by the Russian Federation 
in 2014, NATO has introduced a combination of deterrence by denial—
including grey zone conflict management, societal resilience, and de-
ployment of forces to counter a limited land grab—and deterrence by 
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punishment, involving a full spectrum of responsive capabilities, from 
conventional to nuclear. NATO remains largely committed to deterring 
the Russian Federation through punitive measures. During the Cold 
War, NATO’s flexible response strategy reflected a political compromise 
(Rynning 2021).

National security can be threatened not only by armed forces, but 
also by governments, groups, individuals, and other non-state actors—
or those posing as such. Namely, in the era of new technological de-
velopment, the primary dimension of conflict is no longer land, air, or 
sea. A few years ago, it shifted decisively to cyberspace. The great pow-
ers—the United States of America (USA), the Russian Federation, and 
others—have long since established forces and centers dedicated to both 
protection and conflict in the cyber domain. In 2018, NATO Secretary 
General Jens Stoltenberg issued a statement regarding the interpretation 
of Article 5 of the NATO Founding Treaty in the context of cyber attacks 
originating from the territory of the Russian Federation. The Secretary 
General of the Alliance, which is led by the USA, affirmed that cyber 
attacks may be treated as attacks on NATO members. Depending on the 
nature of the attack, NATO may invoke Article 5, thereby alerting all 
member states. However, this provision will not be applied automatical-
ly to every cyber incident. Stoltenberg deliberately refrained from spec-
ifying the conditions under which Article 5 would be activated. In re-
cent years, cyber attacks have been accompanied by public accusations, 
primarily from senior officials in the USA, France, and Great Britain, 
against presumed perpetrators from the Russian Federation. These ac-
cusations have been met with consistent denials from Russian officials, 
resulting in a persistent stream of contradictory statements from both 
Western and Eastern sources. Just a few years later, in 2021, NATO ex-
panded its strategic framework by introducing a fifth dimension of con-
flict: space. This addition may also serve as grounds for activating Ar-
ticle 5. NATO declared that its members would be prepared to respond 
to attacks in space and from space, recognizing that such attacks could 
pose threats comparable to conventional military aggression (Stolten-
berg, 2018; 2021).	 .

Soesanto and Smeets view cyber deterrence through a military lens 
and argue that the concept carries at least three distinct meanings. It 
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may refer to the deterrence of a (military) attack, the use of (military) 
means to deter (military) cyber-attacks, or the use of (military) cyber 
means to deter by means of a (military) cyber-attack. Scholars currently 
disagree on the extent to which hostile cyber-attacks can be effectively 
deterred—perhaps due to the observation that cyberspace hosts a multi-
tude of actors with access to offensive cyber capabilities. Some research-
ers believe that the strategic value of damage caused by cyber-attacks is 
generally limited, which in turn reduces the opportunities for effective 
deterrence. Proponents of cyber deterrence typically refer to four logics: 
deterrence by denial (synonymous with cyber security), deterrence by 
punishment (where costs outweigh benefits), deterrence by entanglement 
(where interdependence disincentivizes aggression), and deterrence by 
delegitimization (which seeks to restrict the battlefield to military ac-
tors only). Although cyberspace is increasingly recognized as a new do-
main of warfare, its utility for deterrence, particularly outside the mili-
tary sphere, remains uncertain. Politically motivated cyber-attacks with 
strategic impact are relatively rare, most relevant documents are highly 
classified, and access to cyber operators is limited. Moreover, existing 
military cyber organizations are still in the process of development.

Thus, Soesanto and Smeets propose four future research directions 
for cyber deterrence: its integration into broader deterrence postures 
within multi-domain strategic competition; a deeper focus on technical 
aspects at operational and tactical levels; greater emphasis on compe-
tence; and the development of strategies to curb and blunt hostile ag-
gression in cyberspace (Soesanto & Smeets, 2021). As of now, there is 
no consensus among scholars on the viability of cyber deterrence as a 
strategic concept.

Since the attacks of September 11, 2001, counterterrorism studies 
have increasingly focused on the question of whether non-state actors 
can deter. Eitan Shamir identifies a link between deterrence and violent 
non-state actors in the context of preventing terrorist threats. Shamir ar-
gues that Israel has developed a concept of deterrence specifically aimed 
at violent non-state actors, which includes efforts to contain adversary 
capabilities. In addition to restraint, Shamir emphasizes that deterrence 
must be understood as a process-based approach—one that presuppos-
es a continuous relationship between the deterrent and the deterred.
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The prevailing view that terrorist groups, especially those motivated 
by religious ideology, are difficult to deter stems from several factors: 
they are rarely monolithic organizations, often operate through hidden 
networks and autonomous cells, and lack a centralized leadership with 
whom state representatives could engage. Moreover, their ideological 
frameworks typically exclude the possibility of diplomatic negotiation. 
Consequently, Shamir contends that full deterrence of violent non-state 
actors is not feasible, and that a restrictive approach is more appropri-
ate. This implies that deterrence should not rely on symbolic attacks, 
but rather on repeated responses to norm violations, a strategy Shamir 
refers to as the “grass-cutting” approach. Restrictive and cumulative de-
terrence of violence by non-state actors draws more from criminologi-
cal understandings than from Cold War models of absolute deterrence 
(Shamir, 2021). As in many areas of life, strategic experience and culture 
cannot simply be transferred from one entity to another. Shamir under-
scores that deterrence is shaped by a state’s unique economic, military, 
and political capacities, and that it cannot be copied wholesale from one 
state or culture to another—though certain positive practices may be 
adapted.

Practically, the threat of sanctions will not yield the same results for 
economically independent states as it might for dependent ones. Ac-
cording to one definition, deterrence is never achieved through a single 
act, but through a series of coordinated activities—often involving se-
curity services—that serve the political goals of a society’s elite, whether 
state-led or otherwise. Some theorists define hybrid warfare as a fusion 
of conventional deterrence and insurgent tactics. The broader question 
is whether hybrid warfare constitutes a new form of conflict, or a strat-
egy employed by states to pursue political objectives in both war and 
peace—most often through subversive, non-intelligence activities. Hy-
brid warfare exploits nationalist identities, obscures the responsibility 
of perpetrators, and may even garner political support among foreign 
observers.

The strategy of the Russian Federation (RF) aims to weaken NATO’s 
readiness to pursue its own deterrence threats and vice versa. Military 
strategists have long recognized that, in order to achieve victory, one 
side in a conflict must provoke rebellion or instability, thereby gaining 
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the ability to prevail more easily over its opponent. Direct military con-
flicts are generally avoided by states, as they tend to benefit only the 
great powers. Accordingly, more subtle and indirect techniques of prob-
lem-solving are considered more appropriate. These techniques include 
the use of propaganda to mobilize insurgent support, to demoralize 
enemy forces, and to target the weak points of opposing forces. Crisis 
situations, whether within a country or on a global scale, such as epi-
demics or pandemics, give rise to a new type of threat. Regardless of the 
priority engagement of, for example, the national health apparatus, such 
situations require the involvement of security services. This begins with 
the registration of threats, procurement of resources, equipment, and 
devices across the globe, and extends to the prevention of misinforma-
tion, defeatism, and panic, as well as other related activities (Marjanović 
& Mićović, 2022).

As one of the important instruments of deterrence, we cite land 
power, which—in the context of economic independence, both in terms 
of energy and agriculture, and with regard to other resources necessary 
for the functioning of companies, organizations, the population, the 
army, and the state—represents a form of power that nullifies all in-
struments of deterrence related to coercion in the economic sphere and 
sanctions in this area (Marjanović & Mićović, 2023). Thus, economic 
activities (sanctions) applied to the Federal Republic of Yugoslavia in 
1999, and those used against the Russian Federation in the 21st century 
as an energy-independent country, cannot have the same effect on the 
leadership of the country and the population in general.

There are various instruments that can be applied in hybrid warfare: 
propaganda, which influences the attitudes of members of the target so-
ciety and serves to hinder the ability of the target group to rely on pub-
lic support in implementing its policies and mobilizing its resources; 
espionage, in which agents covertly gather intelligence in order to give 
the conflicting party an advantage in forced negotiations. Then, the use 
of agents in the targeted, intentional dissemination of false information 
among members of the public regarding the real intentions of certain 
organizations, or the creation of misunderstandings and discord (which 
do not yet exist) within the target society. The next instrument is crim-
inal disruption, whereby agents of the parties to the conflict engage in 
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attacks, cyberattacks, sabotage, kidnapping, and other forms of subver-
sion. The creation, training, and use of the fifth column3  (individuals or 
groups who usually operate covertly and are embedded in a much larger 
population against which they operate), in the role of “unmarked sol-
diers,” makes it possible to man checkpoints, occupy government build-
ings and other facilities, and detain persons of strategic importance for 
a time. A side in a conflict might initiate border skirmishes to unsettle 
the other side and test its weaknesses, then proceed to deplete forces 
and resources and disengage from the center of action using guerrillas. 
The USSR applied these techniques immediately after the Second World 
War, sponsoring communist movements in Europe and other locations 
to undermine the capitalist order. The modern military doctrine of the 
Russian Federation emphasizes the need to respond to both external 
and internal threats, not only from other great powers, but also from 
subversive organizations operating in areas controlled by the Russian 
Federation.

Military theorists recognized decades ago that the United States had 
gained a strategic advantage in precision strikes and in information and 
communication technologies, and that states could become targets of 
information warfare. The initial stages of such warfare typically involve 
disinformation campaigns. Information superiority has become indis-
pensable in modern conflict (Lanoszka, 2016). Given that the theoret-
ical definition of hybrid war remains fluid and that no comprehensive 
definition of the phenomenon has been established, the term is often 
used inconsistently—frequently to suggest that a hybrid war is under-
way, even when the situation may in fact involve covert operations or 
non-intelligence activities conducted by security services. When such 
activities are occurring, they should be properly identified as intelli-
gence, counterintelligence, or non-intelligence operations—forms that 

3 The term fifth column dates back to the Spanish Civil War, when in 1936 Span-
ish General Emilio Mola declared in a radio announcement to the residents of 
Madrid that four nationalist columns were moving towards the capital, but that 
there was a fifth column in the city that would strike from within. The term 
was later widely used during the Second World War to describe collaborators 
who secretly acted in favor of the enemy, and it remained in use for decades 
thereafter.
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have existed since the inception of security services, albeit with tech-
niques adapted to technological advancement. When invoking the con-
ceptual definition of war, one should begin with its theoretical, legal, 
and normative foundations, and assess whether the concept of hybrid 
war is adequately defined (Lanoszka, 2016).

Professor Ilija Kajtez4 presented information indicating that, even in 
the aftermath of the Second World War, preparations for global surveil-
lance by the United States had already begun. In 1970, the security ser-
vices of the United States—CIA and NSA—and Germany’s BND alleg-
edly concluded a secret agreement to conduct illegal global wiretapping 
of a substantial portion of the planet, including 130 countries and the 
United Nations. The operation was code-named Rubicon by the BND—
symbolically referencing Julius Caesar’s irrevocable crossing of the Ru-
bicon—although its original name was Theasaurus. The CIA reported-
ly referred to the same operation under the code name Minerva. Most 
of these activities were conducted through the Swiss company Krypto 
AG, allegedly founded by Boris Hagelein, a specialist in encryption. The 
company generated substantial profits, which were reportedly funneled 
into the black budgets of the U.S. and German security services and 
used to finance their economic operations. Krypto AG was allegedly es-
tablished by the CIA and the BND. The BND is said to have sold its stake 
only in September 1993, following the arrest of Hans Biller in Tehran, 
where he was held for nine months. This event led to the loss of German 
governmental support for the operation, while the United States alleg-
edly continued these activities until 2018.

In early 2020, Peter Müller produced a documentary on this op-
eration for a German television program, in which the Socialist Fed-
eral Republic of Yugoslavia (SFRY) was mentioned as a purchaser of 
encryption devices as early as 1957 and 1978. The documentary was 
broadcast by German and Swiss public services ZDF and SRF, as well as 
the American Washington Post. Some countries, including Austria and 
the SFRY, discovered that these devices were readable by the other side. 

4 Professor Ilija Kajtez, a retired colonel of the Ministry of Defense of the Re-
public of Serbia, presented the above data during a guest appearance on a tele-
vision program in Belgrade on August 21, 2022.
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Given the global scope of the operation, caution is warranted in inter-
preting the data—particularly as it continues to be disseminated by the 
same institutional actors who have consistently participated in a series 
of non-intelligence activities conducted by the United States, Germany, 
and Switzerland. It remains unclear whether this reflects the prepara-
tion of a new operation or the revival of an older one.

Peter Viggo Jakobsen sees deterrence in a broader form, one that in-
cludes both state and non-state actors and is situated within the context 
of multinational operations. He examines this type of operation through 
the implementation of attacks on peacekeeping forces—primarily those 
composed of Western countries—that were deployed in the territory of 
the former Socialist Federal Republic of Yugoslavia (SFRY). The use of 
peacekeeping forces in foreign countries, according to Jakobsen, takes 
place within a changing context in which the strict demarcations be-
tween deterrence and coercion are collapsing.

Jakobsen interprets these collapsing boundaries through several 
interrelated factors: a coercive threat that demonstrates the ability to 
defeat an opponent quickly and at minimal cost; a compliance deadline 
that creates a sense of urgency; an assurance that no further demands 
will follow compliance; and the inclusion of positive incentives to re-
duce the cost of compliance. He further stresses the need to deter and 
coerce simultaneously the various participants both on and off the bat-
tlefield during multinational operations.

Jakobsen thus distinguishes four groups of deterrence partici-
pants—both positive and negative—in peacekeeping operations: fight-
ers who use force on the battlefield; allies who provide material support 
to the fighters; supporters of fighters who block action in regional or 
global institutions; and other persons, bystanders, present on the battle-
field at the global level who do not engage in combat. He concludes that 
for deterrence to be effective, participants cannot rely solely on threats 
and the use of force, which are insufficient. According to Jakobsen, it is 
necessary to supplement these measures with persuasion and encour-
agement, designing and implementing an influence strategy that fully 
integrates all three components: coercion, persuasion, and incentiviza-
tion (Jakobsen, 2021).
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In this research, Jakobsen confirms that the specific features of certain 
cultures, countries, and phenomena, particularly the activities in ques-
tion, introduces distinct characteristics and factors that make each in-
stance of deterrence unique. As a result, applying a uniform template 
across different cases is not an adequate approach. Nevertheless, effec-
tive solutions can be identified and selectively implemented. In the next 
chapter, we will examine how Israel regulates deterrence.

3. Specifics of Deterrence in the Strategy of the Israeli Defense 
Forces

An analysis of Israel’s strategic document—the strategy of the Is-
rael Defense Forces (IDF)—indicates that the strategic relationship be-
tween two states, that is, a state and a great power (Israel and the United 
States), plays an important dual role in Israeli deterrence, reflected in 
the following. Very close cooperation with the United States increas-
es Israel’s scope for political and operational maneuvering in response 
to aggression against it and enhances Israel’s operational capabilities to 
inflict damage on its enemies—both through greater force buildup and 
through the threat of U.S. intervention on its behalf.

Adapting the concept of deterrence from 21st-century U.S. policy, 
modifying the nature of the American commitment within the extend-
ed deterrence model, developing Israeli deterrence in the 21st centu-
ry, expanding the concept of deterrence to include non-military tools 
in strategic planning, and strengthening the link between defense and 
deterrence are the main features that characterize this strategy (Golov, 
2016).

In August 2015, the Israel Defense Forces published their first-ever 
publicly disclosed strategic document, which was translated into Eng-
lish in August 2016 (Israel Defense Forces Strategy 2016). The serious-
ness with which one of the most endangered countries in the world 
approaches the role of its security services—as essential to national sur-
vival and the dignity of its citizens—can best be appreciated through a 
quote highlighted in the strategy itself. It is a reflection by Amos Yadlin, 
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former head of Israel’s Military Intelligence Directorate, which reads: 
“Hamas and Hezbollah, we did not destroy, but we were able to establish 
deterrence. This is basically because we hit them hard, and because the 
terrorists, in a way, have become like incomplete state entities, but they 
are like semi-state entities. Terrorists have discovered that when they 
are responsible for their economy, for education, for the lives of their 
people, suddenly they don’t dare to use terror all day long.” (Graham 
2016, p. 24). This statement speaks volumes about the practical effects 
of deterrence within a state framework. 

Deterrence is created in perception, but it is also grounded in phys-
ical and concrete elements. Israeli deterrence relies on the superiority 
of its defense systems, with the important caveat that this superiority 
is more limited than in the past due to the evolving nature of threats. 
Deterrence must be specific and tailored to each adversary. At the same 
time, deterrence against any enemy must be generalized and cumulative 
over time to preserve the existing situation. It must also be crisis-spe-
cific and clearly defined, so that the adversary is compelled to act, or 
refrain from acting, in order to halt hostilities or prevent further deteri-
oration of the situation.

According to this strategy, the components of deterrence include: 
a credible threat of heavy offensive operations based on force buildup; 
public perception of actions that signal a willingness to take risks; and 
limited offensive actions. It is essential that the armed forces maintain 
an image of deterrence and capability—one that portrays them as an 
unpredictable adversary capable of responding in a serious and decisive 
manner.

Israel periodically conducts airstrikes in Syria and Lebanon to en-
force its ‘red lines’ against terrorist organizations—for example, the De-
cember 2015 airstrike targeting Samir Kuntar, a senior Hezbollah op-
erative (Graham, 2016, p. 25). Such deterrent actions are carried out 
within the framework of the Campaign Between Wars (CBW). The 
rationale for employing force in the CBW context is multifaceted: to 
weaken the component of negative force, to minimize the enemy’s ca-
pabilities and strengthen its own forces, to create optimal conditions 
for victory in the future war, to shape favorable conditions for future 



226 227

CIVITAS 

conflict, to legitimize Israeli operations, and to delegitimize enemy ac-
tions. Operations conducted between wars require a multidisciplinary 
approach, encompassing military, economic, legal, media, and political 
spheres. The operational concept must be unified around a single strate-
gic objective. Offensive measures may include a combination of covert 
and clandestine operations across all fronts and dimensions, extending 
beyond Israel’s borders. Crucially, this policy is informed by intelligence 
gathered through the security services and is designed to disrupt enemy 
activities or intentions. It is important to note that this document out-
lines an overt deterrence strategy—one that underscores the limits of Is-
rael’s restraint and signals its readiness to act decisively when necessary.

The guiding principles for the use of force in the Campaign Between 
Wars (CBW), particularly in covert and clandestine operations, empha-
size that such actions must be initiated, sustained, and tightly controlled. 
These operations typically involve short-term deployments of forces 
acting in a covert or clandestine manner and are marked by inter-organ-
izational cooperation—both operational and intelligence-based—with 
the security services. They also rely on international collaboration to 
conduct intelligence work, disrupt enemy activities, and preserve the 
legitimacy of Israeli defense actions while undermining the legitimacy 
of the adversary. In addition to the military dimension, CBW operations 
extend into the public perception, economic, and legal spheres, all of 
which contribute to diminishing the enemy’s capabilities and legitimacy. 
These efforts depend on accessible and accurate intelligence (Graham, 
2016, p. 26). As Chief of General Staff Lt. Gen. Gadi Eisenkot articulates 
this strategic shift: “In the past, we had an army in one of two situa-
tions—it was either preparing for war or at war. But that is no longer the 
reality. We are not preparing for war, and we are not at war. We are in a 
different situation, one in which the entire campaign, shaped by evolv-
ing perceptions, relies on the security services and on both covert and 
overt capabilities to prevent our adversary from gaining strength, and to 
weaken the enemy in a way that does not provoke escalation.” (Graham, 
2016, p. 26). This perspective, echoed by Amos Yadlin and embedded 
in the broader strategy of the Israel Defense Forces, underscores that 
the cornerstone of CBW doctrine is the activity of the security services. 
From this segment of Israel’s strategic framework, analysts worldwide 
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can draw significant insights from a country that arguably possesses un-
paralleled experience in countering threats to national security.

It is extremely important to emphasize that, within the theoretical 
concept of deterrence, Israel may have achieved the most through its 
strategic efforts. It immediately proposes the construction of CBW forc-
es, where the process should unfold as follows: first, by establishing a 
coordination center for CBW operations, which includes inter-organi-
zational and inter-ministerial elements; and second, by developing ca-
pabilities for covert and clandestine CBW operations (Graham, 2016, 
p. 44). Given that such operations typically involve a wide array of na-
tional experts who are not concentrated within a single institution, the 
proposed coordination center constitutes a foundational step in force 
development. The development of covert and clandestine capabilities 
thus reflects the ‘artisan’ dimension of security professions, those whose 
craft and discretion are essential to the successful execution of such op-
erations.

One of the key professions involved in such operations is the do-
main of expertise in current trends in information and telecommunica-
tion systems (ITS). The cyber sphere represents one of the principal are-
as of defense in which offensive activities and intelligence gathering are 
conducted. The process of building forces in this domain is structured 
around several core actions. First, the establishment of a cyber branch 
directly subordinated to the office of the Chief of the General Staff of 
the Israeli Armed Forces, tasked with the development and operation-
alization of cyber capabilities. This branch is responsible for planning, 
organizing, and executing conflicts in cyberspace. In addition to these 
duties, it bears a specific obligation: the development of technological 
capabilities for the cyber defense of all operational systems, as well as 
the protection of support systems such as manpower and logistics (Gra-
ham, 2016, p. 44).

In order to improve working conditions and build potential capaci-
ties, it is necessary to develop a unified command-and-control language 
across all headquarters of the Israel Defense Forces operating in the 
interwar spheres. This standardization is to be implemented through 
the establishment of dedicated command-and-control schools. Further-
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more, it is essential to enhance the ability to utilize high-quality security 
services and their activities across all levels of operation—national, stra-
tegic, and operational.

Force-building in the field of security services is grounded in sever-
al key actions: developing and refining the capacity to integrate intelli-
gence; enhancing the ability to hold adjacent territory based on actiona-
ble intelligence that enables rapid, high-precision targeting; monitoring 
enemy doctrines; and exploiting the outputs of security services—both 
their activities and data—through analysis and dissemination across all 
levels of command, from headquarters and district commands to tacti-
cal units and battalions. These efforts must also include the presentation 
of a comprehensive picture of enemy formations and the assessment of 
the effectiveness of Israeli offensive operations against them.

Maintaining baseline readiness is essential for sustaining credible 
deterrence, alongside mechanisms that accelerate necessary procure-
ment processes. Capacity-building in this context will rely on the fol-
lowing activities: reinforcing strategic and tactical deterrence through 
cyber warfare; ensuring the availability of security service data as an 
early-warning mechanism to trigger preventive measures; and enabling 
preemptive strikes based on early-warning indicators to thwart poten-
tial attacks on Israel (Graham, 2016).

It is important to reiterate that the foundation of CBW operations 
lies in the actions and intelligence provided by security services. In Isra-
el’s first publicly released strategic document, the significance of non-in-
telligence activities and the broader role of security services is explicitly 
recognized as a cornerstone of its deterrence posture.

4.	 Conclusion

Western theory has qualitatively addressed most segments of de-
terrence in its conceptual and instrumental definitions. However, the 
role of security services in deterrence, particularly the application of 
non-intelligence activities in the pursuit of foreign policy objectives, has 
received minimal attention. This research has sought to partially clarify 
that gap.
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When discussing the creation of strategies at the highest levels of 
state governance, which in recent times may have become more of a 
trend than a necessity, we must recognize that a document, regulation, 
or strategic paper holds little value if it is not adequately prescribed or 
implemented. The proliferation of strategic documents, when oper-
ationalized, can result in an excessive number of valid regulations. In 
complex professions, such as those involving deterrence, each within its 
own domain, this can lead to difficulties for practitioners in identifying, 
complying with, and applying their obligations effectively. The issue of 
coordination and the regulation of subordinate legal instruments be-
comes critical, as the strategic vision articulated by state leadership must 
be operationalized from the top down, reaching even the lowest-level 
executors.

Israel has modeled its approach after the United States and NATO. 
In recent years, both have implemented significant organizational re-
forms in the coordination of security services: the U.S. established 
centers to unify security and counterintelligence components, and in 
2016 NATO created a center for countering non-intelligence activities 
and improving inter-service coordination. Israel has gone a step further. 
The strategy of the Israel Defense Forces (IDF) not only specifies the 
instruments of deterrence involving non-intelligence activities but also 
envisions the construction of dedicated forces for such operations—
namely, the Campaign Between Wars (CBW). These campaigns include 
obligations assigned at the highest levels of government, including min-
isterial responsibilities, organizational adjustments, and the training of 
personnel for planning, participating in, and executing covert and clan-
destine CBW operations.

The strategy’s emphasis on cyber deterrence, and the creation of a 
structure for countering cyber threats directly subordinated to the IDF, 
clearly identifies the instruments to be used against such threats and 
underscores the role of security services in deterrence during CBW. 
As a strategic document, the IDF strategy stands out for its clarity and 
depth. It includes direct quotations from the Chief of the General Staff 
of the Israeli Armed Forces and the former head of Israeli Military In-
telligence, and it offers concrete proposals for solving deterrence-related 
challenges—through the formation of state units, the development of 
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operational forces, and the designation of participants with personal in-
volvement from leading experts in the field. This makes the document 
arguably unique on a global scale, and as such, it may serve as a model 
from which adaptable elements can be drawn for use in other national 
contexts.

The vast volume and rapid circulation of information in daily use 
facilitates the spread of disinformation and deception targeting spe-
cific groups, creating fertile ground for poor decision-making by state 
leaders in the application of deterrence instruments. A new threat has 
emerged: the extremely short time available for verifying information. 
This phenomenon poses serious risks to national security. When cred-
ible intelligence about a threat is available and no preventive action is 
taken, the consequences may be as severe—or even worse—than if the 
information had not existed at all. The events of September 11 in the 
United States and their aftermath serve as a stark example.
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